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Executive Summary

◗◗ Cyber attacks must not threaten our economic security: As a nation, 

we have limitless potential to develop innovative technologies that will 

unleash new scalable and efficient global business models, keeping 

America competitive in the international marketplace and leading to 

domestic economic growth and job creation. Increasingly, however, cyber-

based attacks, especially those initiated by well-resourced and motivated 

adversaries, target our government as well as the U.S. business community, 

threatening productivity, growth and competitive advantage. With our 

economic and national security at stake, Business Roundtable CEOs are 

motivated to seek innovative ways to respond to and mitigate increasing 

cybersecurity risks. 

◗◗ Business Roundtable supports private-sector commitments to strong 

cybersecurity protections: Business Roundtable CEOs and their boards 

of directors are allocating resources to manage cybersecurity risks and are 

committed to continuing internal management and board oversight of these 

risks. Business Roundtable members seek to implement best cybersecurity 

practices and continued formal and open communication with the government. 

◗◗ Business Roundtable encourages proactive legislative and policy 

approaches: Private-sector commitments alone will not suffice to address 

this national challenge. Congress and executive branch departments and 

agencies must deploy smart cybersecurity policies that facilitate new levels 

of domestic and international collaboration, especially for those cyber events 

that target national interests. Business Roundtable has identified three areas 

of focus: 

• First, Business Roundtable supports flexible policies that prioritize 

cybersecurity collaboration: Fast-moving cyber attacks demand 

effective and dynamic public-private relationships. Where sector-

based regulations do not already exist, policy frameworks must retool 

and redefine government roles and responsibilities for operational 

partnerships with the private sector. Policy solutions must facilitate 
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the rapid delivery of strategic threat information and technical 

support, which are essential for protecting global corporate assets against 

cyber attacks. New policy frameworks must integrate homeland and 

economic security, national security and intelligence, national defense, 

law enforcement, and international trade and investment policies. Finally, 

national policies must eliminate impediments to information sharing, both 

with government and across industry relationships. 

• Second, Business Roundtable supports policy solutions for 

international cybersecurity challenges: Business Roundtable 

supports the Administration’s International Strategy for Cyberspace 

and encourages its implementation. Business Roundtable recognizes 

the central role of the federal government in protecting our national 

interests overseas. This includes U.S. diplomatic, trade and security 

activities to prevent balkanized global policy environments, block 

protectionist trade policies and facilitate global partnerships to bring 

cyber criminals to justice. 

• Third, Business Roundtable supports reinvigorating public-private 

partnerships: Policy foundations should strengthen the nation’s 

existing public-private partnerships. The National Infrastructure 

Protection Plan offers a framework to elevate cybersecurity 

collaboration. Key features include a process for developing 

recommended sector-based security solutions, annual risk assessment 

and mitigation plans subject to company proprietary considerations, 

and a process for measuring sector-by-sector progress against risks 

identified jointly by the public and private sectors. 

◗◗ Proposals should promote dynamic public-private solutions over 

ineffective “check-the-box” security approaches for the most complex 

cybersecurity challenges: Business Roundtable does not support legislative 

and policy solutions that prioritize simple “check-the-box” activity over 

sophisticated management of shared cyber risks. The private sector is 

redefining its role and responsibility for managing global cybersecurity risks; 

Congress and the Administration should harness government expertise 

in those areas essential for collaborating with industry to manage cyber 
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threats — such as access to strategic threat information, creation of formal 

processes for sharing expertise, and deployment of international trade and 

investment strategies. 

◗◗ Business Roundtable believes approaches exist for policymakers to 

enhance and empower our cybersecurity regime while positioning U.S. 

businesses and employees to succeed on a global economic playing field 

that will increasingly put a premium on the integrity and security of the 

institutions that operate within it. Business Roundtable is committed to 

evaluating its policy position as cybersecurity threats evolve and working 

with government leaders on identifying and constantly improving the public-

private framework. 

 

3
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I. Introduction

This Business Roundtable public policy statement outlines a cohesive solution 

for managing new cybersecurity challenges in the coming decade. Business 

Roundtable CEOs believe strongly that the nation’s public and private-sector 

leadership must recognize the importance of addressing new cybersecurity 

threats, both at home and abroad. These threats reveal gaps and challenges in 

national commitments that industry and government must address separately as 

well as in partnership. As outlined on the following pages, public policy solutions 

must recognize the absolute importance of leveraging policy foundations that 

support effective global risk management, in contrast to “check-the-box” 

compliance approaches that can undermine security and cooperation. The 

statement concludes with specific policy proposals as well as a commitment to 

fortify internal corporate security activity and activity in partnership with the 

government. 

4
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II.  Cybersecurity Environment:  
New Threats and National Challenges 

The global economy increasingly relies on digital technologies and Internet 

connectivity to serve customers, improve efficiency, empower entrepreneurs 

and innovate. Cybersecurity risks are growing in tandem with reliance on such 

technologies, however, and will require increasingly more sophisticated responses 

during the coming decade. These cyber risks, if left unmanaged, could undermine 

our nation’s economic growth, national security, and trust and confidence in 

public and private-sector institutions. 

New, Dynamic Cybersecurity Threats 

Cybersecurity risks evolved significantly during the previous decade. A first 

generation of cybersecurity risks challenged both the public and private sectors 

to create new risk management programs and processes, authorize new corporate 

positions, and resource new cyber-based protections. Cyber threats that emerged 

in the 1990s — ranging from nuisance events (such as web defacements) to 

viruses and worms — have been largely addressed and are being managed on a 

daily basis by companies across the globe. 

However, a new generation of cybersecurity events threatens public and private-

sector risk management capabilities. For example, organized cyber criminals, 

terrorists and other well-funded adversaries are targeting our nation’s economic 

foundation. The most damaging attacks potentially undermine the private sector’s 

ability to deliver goods and services to customers at home and abroad; new risks 

also threaten deployment of critical services and undermine corporate strategies 

to expand into new markets overseas. 

Adversaries are also increasingly targeting one of our greatest national assets — 

our intellectual property and corporate trade secrets. Cyber-based international 

economic espionage presents the U.S. business community with extraordinary risk 

management challenges. This is especially true for attacks funded and carried out 

by organized criminals that pinpoint large pools of sensitive corporate data. Finally, 

Business Roundtable is highly sensitive to the security, safety and privacy of our 

customers as global threats are increasingly targeting customer data, including 

personally identifiable information as well as financial payment information. 

5
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Cybersecurity: Gaps in the Nation’s Ability To Manage 
Shared Risks 

These new cybersecurity threats create significant risk management and public 

policy challenges for the public and private sectors. Over the past decade, 

our nation’s cybersecurity strategies have served the nation well.1 However, 

policy and risk management foundations must be elevated to protect against 

cybersecurity challenges in the coming decade. 

To ensure an effective risk management foundation, we must address each of the 

following challenges and gaps in national capability:

1. Lack of Strategic Cybersecurity Threat Information To Manage Risks 
and Protect Assets

Neither the government nor private-sector companies have adequate information 

on the most consequential cybersecurity risks facing our nation. Of most concern 

is a lack of information on cybersecurity threats from organized crime and other 

well-funded actors. Corporate institutions have not traditionally had access to this 

type of information, such as trends identified by the intelligence community that 

are relevant to the security of the nation’s industrial base. Corporate cybersecurity 

stakeholders, across all sectors, also are not positioned operationally with the 

government to access key information, such as evidence of imminent attacks 

launched against the nation’s infrastructure. 

2. Lack of Integrated Government Framework for Addressing Global Risks 

Our domestic public policy environment has not evolved to provide an integrated 

and dynamic approach to cybersecurity risk management. Specifically, the 

effective management of cybersecurity risks requires alignment and integration 

of homeland and economic security, national security and intelligence, national 

defense, law enforcement, trade, and diplomatic functions. Current organizational 

structures across Congress and the executive branch manage each of these 

functions independently, but they must become more integrated to better 

address the dynamic cybersecurity risk environment. 

3. Lack of Clear Framework for Information Sharing 

Managing the cybersecurity threats outlined above requires a robust environment 

for sharing information between the public and private sectors as well as among 

6



Mission Critical: A Public-Private Strategy for Effective Cybersecurity

7

firms within the private sector. In many cases, information on cyber threats 

and events that industry desires to share with government is highly sensitive. 

However, our current legal and policy environment actually inhibits such sharing. 

4. Lack of Global Cybersecurity Assistance and Support 

Enabling the sharing of cybersecurity threat information is necessary but not 

sufficient. When cyber attacks are launched, industry may require insight and 

expertise housed in government, especially when cyber events simultaneously 

affect government and industry. Under these circumstances, we lack a national 

ability to gather assistance from government in an environment that is safe, 

secure and legally protected. 

5. Need for Evolving Best Practices To Manage Complex Cyber Risks 

Public and private-sector cybersecurity best practices must continue to evolve 

to meet growing and emerging threats. Within the public sector, commitments 

to best-practice and standards-making organizations must be ramped up. Within 

the private sector, best practices should be developed by each sector based on 

unique risk management requirements. Finally, the public and private sectors 

must create the infrastructure to share and mutually support best practices. 

6. Lack of Global Infrastructure To Prosecute Cyber Criminals

As cybersecurity threats have increased over the past decade, the policies and 

procedures supporting our law enforcement and judicial communities have 

not kept pace. The criminal penalties for cyber crimes are not as severe as the 

penalties for more traditional types of crimes. In addition, the judiciary lacks 

judges experienced in prosecuting cyber criminals. Our nation must commit to 

increasing penalties for cyber crimes and also ensure that the federal bench 

possesses the technical skills and capability to hear cyber cases. 

7. Lack of Mature Public-Private Collaborative Foundations

Public-private approaches, and the assumptions on which they are based, were 

created more than a decade ago. To address the next generation of cybersecurity 

risks, we must evolve current public-private partnerships to accommodate new 

cybersecurity threats, especially the impact of cyber attacks on global operations. 

We must revisit key planning assumptions and expectations and reinvigorate our 

commitments for a new public-private collaborative framework. 

7
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III. Overarching Public Policy Principles 

Addressing our nation’s cybersecurity threats and challenges requires a new 

vision. The public and private sectors must agree to the general principles that 

should guide the implementation of new innovative cybersecurity capabilities. 

Business Roundtable is committed to working with government leaders to 

establish this new vision. To their credit, both Congress and the Administration 

have undertaken significant activity to address cybersecurity challenges in the 

past several years.2 Business Roundtable supports the following principles for 

evaluating proposed laws, regulations and policy proposals:

SCALABLE AND FLEXIBLE: Cybersecurity threats continue to grow in scope, 

scale and speed. Solutions based on “check-the-box” compliance regimes not 

only are insufficient, but they also weaken the ability to deploy innovative 

security solutions to quickly mitigate evolving risks. Both the public and 

private sectors must prioritize solutions that can be adapted to align with new 

technologies, new attacks, and both domestic and global policy developments.  

COLLABORATIVE: Government needs industry’s know-how, facility for cross-

border solutions and speed. Industry needs government’s reach across the 

economy, enforcement authorities, and power to defend against national actors 

and global criminals. Accordingly, addressing cybersecurity threats requires a 

public-private partnership. 

CUSTOMIZED BY SECTOR: One size will not fit all in cybersecurity any more 

than it does in other areas (such as physical security). Some industry sectors are 

more advanced, others more regulated, others more organized. Approaches to 

cybersecurity should work with what exists and leverage each sector’s unique 

strengths, individual challenges and specifics. 

RISK BASED: The business and operational impact of cybersecurity risks varies 

relative to a company’s operational and financial profile. A blanket regulatory 

approach cannot provide an effective strategy for risk mitigation. Rather, the 

private sector must be allowed to evaluate cybersecurity risk on a sector-by-

8
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sector basis and apply risk mitigation measures commensurate with those risks in 

collaboration with the government agencies most relevant to the sector.

PROACTIVE AND RESPONSIVE: Approaches to addressing cybersecurity risks 

should prioritize prevention, detection, response and recovery measures. Responsible 

actors will get hacked and should not be presumed negligent for their inability to 

prevent criminal behavior. Companies’ first call should be to their security teams, not 

their legal counsels. Laws and regulations should encourage information sharing, 

remediation and quick response rather than punishment of victims. 

GLOBALLY REPLICABLE: Standards should be consistent across all countries. 

A global maze of differing and nation-specific rules, standards and enforcement 

regimes not only creates a difficult environment for trade and the efficient 

deployment of scalable business models globally but also undermines security 

itself. 

Based on these principles, Business Roundtable sets forth a detailed 

implementation roadmap — policy and management recommendations that 

should inform our national strategy for the coming decade.
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IV.  Vision 2020: Renewed Commitments and 
Implementation Roadmap

Over the past decade, both the public and 

private sectors have invested heavily in 

collaboration and partnership to identify and 

manage global risks. Existing institutions and 

governance structures provide a solid foundation 

on which to build. However, partnering between 

the public and private sectors to reduce these 

risks over the coming decade requires new levels 

of trust, a renewed commitment to partnership, 

and most important, a new set of expectations 

to guide behavior and practice. 

To successfully address cybersecurity risks, the 

public and private sectors must work together to 

create an agile national cybersecurity capability 

that can respond to dynamic cybersecurity risks 

as they emerge. Toward those ends, Business 

Roundtable supports:

◗◗ Private-sector commitments to strong 

cybersecurity protections, including 

continued CEO management and 

board oversight and implementation of 

cybersecurity best practices;

◗◗ Public policies that elevate cybersecurity 

collaboration at home and abroad by 

enabling formal information sharing on 

cybersecurity threats, technical assistance 

and improved clearance processes; and

◗◗ Formalization of public-private 

partnerships in law to serve as the 

foundation for our national capability, such as the National Infrastructure 

Protection Plan (NIPP).

Vision 2020
◗◗ Reinvigorate private-sector 

leadership and commitments.

◗◗ Reinvigorate federal government 
leadership and commitments.

◗◗ Deliver strategic cybersecurity 
threat assessments.

◗◗ Establish a framework for 
information sharing between the 
public and private sectors.

◗◗ Provide formal processes for 
obtaining government clearances.

◗◗ Provide clear processes for 
obtaining technical support.

◗◗ Remove legal impediments to 
collaboration.

◗◗ Execute Administration’s 
International Strategy for 
Cyberspace.

◗◗ Resource law enforcement.

◗◗ Strengthen criminal penalties and 
sentencing.

◗◗ Facilitate cybersecurity reasearch 
and development.

◗◗ Facilitate national laboratory 
involvement in complex cyber risks.

◗◗ Build on existing public-private 
frameworks and relationships.

◗◗ Stimulate private-sector leadership 
through training, educating 
and investing in the science, 
technology, engineering and math 
workforce.
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Business Roundtable CEOs are committed to working with public policymakers 

to build cybersecurity risk management capabilities within the public and private 

sectors and constantly reassessing our national capability as new cybersecurity 

threats emerge. Based on the general principles listed on the previous page, 

Business Roundtable offers the following implementation roadmap, which should 

guide congressional lawmakers, administration and executive branch officials in 

charge of strategy and operations, the judiciary, and the private sector: 

1.   Reinvigorate Private-Sector Leadership and Commitments

Business Roundtable CEOs are fully committed to managing new cybersecurity 

risks. Such commitments for the coming decade include the following: 

◗◗ First, Business Roundtable CEOs commit to strong cybersecurity protections 

through direct involvement. Private-sector management and board-

level oversight practices will continue to address new cybersecurity risks. 

Recognizing the emergence of evolving cybersecurity risks, CEOs updated 

Business Roundtable’s Principles of Corporate Governance in 2008 to include 

references to cybersecurity. Boards of directors continue to focus on effective 

oversight of risk, and CEOs are committed to assessing and managing 

cybersecurity risks through their internal risk management programs.

◗◗ Second, corporate risk management programs should support cybersecurity 

objectives through best practice — not government-imposed, “check-

the-box” regulations. Regulatory solutions fail to leverage the power of 

corporate capabilities and waste resources, rather than harness innovative 

risk management and public-private approaches. Specifically:

• Best practices should be developed by each sector; 

• Best practices should be based on each sector’s unique risk 

management requirements; and

• Best practices should cover relevant areas of cybersecurity, such as risk 

assessment, data breach notification, incident management procedures, 

forensic investigation, workforce education, penetration testing, 

proactive monitoring of systems and business continuity.

◗◗ Third, Business Roundtable supports protections and incentives for 

companies to advance information sharing and cybersecurity incident 
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management. Business Roundtable sees value in continued private-sector 

commitments to Information Sharing and Analysis Centers (ISACs) across 

the critical infrastructure sectors as well as relationships with Computer 

Emergency Response Teams, both domestic and global, for companies that 

are not part of the critical infrastructure. Business Roundtable companies 

will continue to support ISACs and other institutions that are charged with 

disseminating cybersecurity information. 

Business Roundtable does not support proposals that mandate specific 

cybersecurity breach reporting to the U.S. government. Government-directed 

information sharing covering cybersecurity incidents, such as proposed 

requirements to report to the Federal Trade Commission, significantly undermine 

efforts to accelerate information sharing with the operational components of the 

government that require such information to protect our national security. 

2.   Reinvigorate Federal Government Leadership and 
Commitments 

Business Roundtable supports public policies that create appropriate roles and 

responsibilities for government stakeholders within the homeland and economic 

security, national security and intelligence, and national defense communities to 

address the most damaging cybersecurity risks. The legal and policy framework 

should address each of the following areas: 

◗◗ Homeland and Economic Security: Domestic policies should synchronize 

the homeland and economic security communities to ensure that both 

equities are balanced. Regarding homeland security, the Department of 

Homeland Security (DHS) must continue to play a key role in collaborating 

with the private sector on cybersecurity. New DHS roles and responsibilities 

in the coming decade should address more robust analysis and training 

on the identification of cybersecurity threats and actionable information 

sharing, and they should include offering a place for dialogue and analysis 

with full private-sector participation. On the other hand, proposed DHS roles 

and responsibilities in regulatory oversight, compliance and audit would 

waste scarce resources on solutions that fail to address the particular risk 

management challenges confronting the private sector. Additionally, given 

the United States’ leadership in cybersecurity practice and regulation, if such 

regulatory programs were imposed domestically, then they could be expected 
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to be imitated in other countries; thus, U.S. companies would have to further 

contend with increased regulations overseas, adding unnecessarily to the 

complex burdens associated with doing business overseas. 

Regarding economic security, Congress and the Administration should 

structure government roles to support flexible, collaborative approaches 

through the Department of Commerce. In addition, Congress and the 

Administration should promote policies that minimize overlapping and 

duplicative jurisdiction, such as with the Federal Trade Commission, the 

Federal Communications Commission and other sector regulators. 

◗◗ National Security and Intelligence: Appropriately guided and overseen 

by Congress and the Administration, the national security and intelligence 

communities must also play a far more active role in collaborating with the 

private sector. In the coming decade, U.S. companies will increasingly provide 

goods and services to customers overseas. As cybersecurity risks proliferate 

and adversely affect global operations, U.S. government organizations in 

the foreign affairs, intelligence and national security communities must 

define new roles and responsibilities. At a minimum, Congress and the 

Administration should clarify jurisdiction, define partnership expectations and 

adequately resource entities to work with industry, as needed. 

◗◗ National Defense: The Department of Defense is actively redefining 

its cybersecurity policies.3 Business Roundtable supports efforts by both 

Congress and the Administration to modernize our national defense 

capabilities to defend against cyber threats, especially those from cyber 

criminals and other well-funded actors. 

3.  Resource Law Enforcement

Business Roundtable encourages Congress and the Administration to aggressively 

support resources and capabilities for our law enforcement community to address 

cybersecurity threats. In light of the challenges associated with protecting intellectual 

property and other highly sensitive business information, Business Roundtable 

companies and other U.S. companies will increasingly turn to global and domestic law 

enforcement for partnership and support. New authorization and resources may be 

needed in the coming decade to position our law enforcement community with highly 

trained human capital and robust relationships at home and abroad. 
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4.  Deliver Strategic Cybersecurity Threat Assessments

Business Roundtable encourages the federal government to deliver a yearly, 

strategic threat assessment to senior corporate leaders, who are responsible for 

protecting corporate assets and delivering critical goods and services. 

◗◗ National Intelligence Estimate: Business Roundtable would support 

the development of a National Intelligence Estimate that covers the 

most serious cybersecurity threats. New and creative solutions must be 

undertaken to resource our national threat assessment capability and to 

deliver assessments to government as well as corporate leaders. Assessments 

should, to the greatest extent possible, provide information on the likelihood 

of cybersecurity threats and include a public-private methodology that 

recommends which threats to protect against first. 

◗◗ New Governance for Intelligence Sharing: Business Roundtable 

welcomes a dialogue with Congress and the Administration to establish new 

mechanisms to facilitate the sharing of actionable intelligence and cyber-

threat information with the private sector. 

5.   Establish a Framework for Information Sharing Between 
the Public and Private Sectors

Business Roundtable believes that information sharing between the private sector 

and government is a key tenet of a meaningful partnership. A clearly defined 

legal and policy framework is needed to enable effective real-time information 

sharing between the public and private sectors in a manner that safeguards 

privacy and competition. To reinvigorate the public-private partnership, statutory 

protections must be structured to meet the following objectives:

◗◗ Information-Sharing Clearinghouse: Congress should identify an 

information-sharing clearinghouse that is empowered to receive cybersecurity 

information voluntarily shared from the public and private sectors. Legislative 

solutions should provide clear protections and exceptions to ensure that both 

public and private-sector entities can share relevant information.

◗◗ Guidance on Antitrust Laws: Congress and the Administration should 

provide clear guidance on the application of antitrust laws to cybersecurity 

information sharing, as well as antitrust protection for companies involved 
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in cybersecurity standards-setting activities (with safe harbors for certain 

information exchanges and for certain standards-setting activities).

◗◗ Freedom of Information Act (FOIA) Exemptions: Business Roundtable supports 

efforts to protect cybersecurity information voluntarily shared with the government 

from widespread public disclosure pursuant to FOIA. Current legislative solutions 

may need to be expanded so that several FOIA exemptions are created to ensure 

that industry can share information with appropriate government entities that have 

jurisdiction for domestic security, as well as with government entities that have 

adequate capabilities for global cybersecurity analysis. 

◗◗ Prohibitions on Release of Information: Statutory protections for 

voluntarily shared information should prohibit a government agency or other 

entity that receives the information from further releasing the data without 

permission from the provider of the data. 

◗◗ Strong Criminal and Civil Damages for Release: Finally, statutory protection 

should provide specific criminal and civil penalties for any release of the 

voluntarily shared information, whether the release is inadvertent or otherwise. 

6.   Provide Formal Processes for Obtaining Government 
Clearances

Consistent with the Administration’s proposal, Business Roundtable encourages 

Congress and the Administration to create processes to provide government security 

clearances to private-sector employees responsible for securing networks. Such 

clearances are essential for receiving and protecting cybersecurity information shared 

by the government. Processes for obtaining sufficient clearances are currently ad hoc 

and do not provide for levels needed to obtain useful and actionable data, such as 

information shared from the intelligence community. 

7.  Provide Clear Processes for Obtaining Technical Support

Business Roundtable encourages the creation of formal processes for obtaining 

government help with national security cyber incidents. U.S. companies fully 

accept and undertake responsibility for protecting corporate assets, including 

customer data. However, where attacks involve criminals and other well-financed 

agents operating internationally as well as domestically, U.S. companies may 

need to seek help from those responsible for enforcing laws and defending our 
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national security. Currently, U.S. companies that are attacked lack a formal process 

for seeking technical help from the government, both at home and abroad. Policy 

changes should, at a minimum, clarify formal government points of contact and 

liability protections that facilitate robust partnership arrangements. 

8.   Remove Legal Impediments to Private-Sector Collaboration

Business Roundtable encourages Congress and the Administration to remove 

additional impediments to more robust collaboration and information sharing. Of 

primary concern are antitrust issues, which currently create uncertainty that impedes 

cross-sector cybersecurity information sharing. Business Roundtable encourages 

the Administration to consider formal antitrust guidelines, such as those prepared 

by the Department of Justice for health care, intellectual property and international 

operations, which address both federal and state-level impediments. 

9.   Execute Administration’s International Strategy for 
Cyberspace

Business Roundtable encourages Congress and the Administration to develop 

policies that execute the Administration’s International Strategy for Cyberspace. 

In particular, Business Roundtable encourages Congress and the Administration to 

prioritize the following:

◗◗ Protections for Economic Assets Overseas: Business Roundtable companies 

own and operate assets across the globe; corporate assets, including 

intellectual property, trade secrets and other sensitive information, can be 

compromised through international espionage and cyber terrorism. Business 

Roundtable notes the lack of formal international protections to guard against 

these events. Congress and the Administration have correctly identified this 

deficiency in our nation’s cyber defense, but additional steps are necessary to 

fill this gap. 

◗◗ Prevention of Balkanized Cybersecurity Policy Environments: Business 

Roundtable companies are increasingly affected by cybersecurity policies 

adopted in countries overseas. In many cases, countries are adopting laws 

and policies that affect the ability of companies to create cost-efficient 

business models on an international scale. Specific policy areas include 

requiring local operations that include placement of data centers, restrictions 

on cross-border transfers of data, and differing law enforcement policies and 
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requirements. Business Roundtable strongly encourages the Administration 

to prioritize strategies directed to prevent the clash of cybersecurity policies 

both at home and abroad by leveraging a variety of techniques including 

harmonization of standards and mutual recognition.  

◗◗ Full Integration of Cybersecurity into Our International Economic 

Policies and Negotiations: Business Roundtable encourages Congress and 

the Administration to more aggressively integrate cybersecurity principles 

into our international economic policies and negotiations. At a minimum, the 

U.S. trade representative, the Department of State, and others responsible 

for protecting our nation’s international trade and investment interests 

should proactively consider cybersecurity implications during negotiations 

and in preparing new international economic policies.  

◗◗ Global Supply Chain Partnerships: Business Roundtable encourages 

Congress and the Administration to support existing and nascent public-

private partnerships for managing global supply chain security and to lead 

in the evolution of risk-based global technology security standards and 

mutual recognition regimes such as Common Criteria.4 Business Roundtable 

companies are investing heavily in the Common Criteria international 

standard for product integrity as well as additional smart security solutions, 

such as through the Trusted Technology Forum, for those products not 

covered by Common Criteria.5 Business Roundtable is opposed to legislation 

and Administration policies that seek to resolve supply chain security 

challenges through government procurement regulations; such strategies 

undermine our national economic security and fail to address underlying 

challenges for securing global information technology supply chains. 

◗◗ Internationally Accepted Cyberspace Norms: Finally, Business Roundtable 

encourages executive branch trade policy and diplomacy organizations, such 

as the U.S. trade representative and the Department of State, to promote 

cyberspace cooperation internationally, including norms of behavior. 

Such norms should cover the importance of respect for property and the 

importance of the stability of networks globally. 

10.   Strengthen Criminal Penalties and Sentencing

Business Roundtable encourages Congress, the judiciary and the Administration 

to enhance prosecution and sentencing for cyber criminals. The Administration’s 
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Cybersecurity Legislative Proposal proposes tougher penalties for cyber attacks 

on our nation’s critical infrastructure. Business Roundtable encourages all three 

branches of government to undertake the following additional steps:

◗◗ Tougher Criminal Penalties: Congress should further elevate penalties for 

attacks on all corporate computers, whether critical infrastructure or otherwise. 

Penalties should be elevated beyond the Administration’s Cybersecurity 

Legislative Proposal, including mandatory minimum sentences for all intrusions 

involving corporate computers, not just critical infrastructure computers. 

◗◗ Additional Sentencing Commission Guidance: Congress should further 

authorize the U.S. Sentencing Commission to bolster guidelines applicable 

to the sentencing of cyber criminals for the federal judiciary. The U.S. 

Sentencing Commission should work with state sentencing commissions to 

foster a single, unified approach to cyber crime. 

◗◗ Raising Awareness among Federal and State Judges: Business Roundtable 

encourages the judiciary to continue educating federal judges, and their 

counterparts across the states, on sentencing for complex computer crimes. 

Education should include ways to quantify attacks on the private sector as 

well as translating economic damage into tougher sentencing strategies.  

11.   Facilitate Cybersecurity Research and Development 

Business Roundtable encourages Congress and the Administration to promote 

a fertile environment for facilitating public and private-sector innovation of 

cybersecurity tools and solutions — especially in areas such as industrial control 

systems where multiple industries could benefit. Congress and the Administration 

should engage with the private sector in a dialogue on how to prioritize existing 

research and development resources with an aim to do more for less by fully 

integrating public and private-sector needs. 

12.   Facilitate National Laboratory Involvement in Complex 
Cyber Risks

Business Roundtable encourages Congress and the Administration to consider 

ways to more fully involve our national laboratories in addressing cybersecurity 

challenges during the coming decade. The national laboratories, such as Sandia 

National Laboratories, represent one of our nation’s greatest assets. As we 
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transition our national laboratory capabilities from Cold War weapons systems, 

lawmakers should consider ways to harness these resources to confront the most 

complex cybersecurity risks facing the public and private sectors. 

13.   Build on Existing Public-Private Frameworks and 
Relationships

Business Roundtable companies across multiple sectors have invested significantly 

in public-private partnerships — both regulatory and voluntary. These existing 

partnerships should be leveraged as the foundation for our nation’s public-private 

cybersecurity capabilities. 

Where sector-based regulations do not currently exist, Business Roundtable 

supports the use of the NIPP as a unified national approach for managing 

complex cybersecurity risks between the public and private sectors. Key features 

of the NIPP include a process for developing recommended sector-based security 

solutions, annual sector risk assessment and mitigation plans subject to company 

proprietary considerations, and a process for measuring progress against risks 

identified jointly by the public and private sectors.

To supplement the current NIPP framework, provisions should be made for 

companies that are members of multiple critical infrastructure sectors (e.g., oil 

and gas, chemical) as well as for companies that are subject to sector-specific 

regulations. Congress should include the Department of Commerce as part of the 

NIPP for partnering with those companies that are not formally part of the critical 

infrastructure.6 

14.   Stimulate Private-Sector Leadership Through Training, 
Educating and Investing in the Science, Technology, 
Engineering and Math (STEM) Workforce

Business Roundtable supports enhanced commitments to cybersecurity training, 

education and workforce development. Of particular concern over the next 

decade is the need for employees with expertise in the STEM fields. Business 

Roundtable continues its commitment to STEM organizations, such as the 

Tapping America’s Potential initiative.7 
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V. Conclusion 

If our nation is to unlock the significant potential that information and 

technology holds, the public and private sectors must work collaboratively to 

develop and implement policies that promote innovation and safeguard America 

from complex, global cybersecurity risks. Business Roundtable is committed to 

working with public policymakers in Congress and the Administration to further 

our national capability to assess and manage cybersecurity risks. 

Endnotes
1 The National Strategy to Secure Cyberspace (February 2003); Comprehensive National 

Cybersecurity Initiative, reprinted at www.whitehouse.gov/sites/default/files/
cybersecurity.pdf. 

2 Cyberspace Policy Review: Assuring a Trusted and Resilient Information and 
Communications Infrastructure (May 2009); International Strategy for Cyberspace: 
Prosperity, Security, and Openness in a Network World (May 2011); Cybersecurity 
Legislative Proposal (May 12, 2011); Strategy to Combat Transnational Organized Crime 
(July 2011).

3 Department of Defense Strategy for Operating in Cyberspace (July 2011).

4 For more information on Common Criteria: www.niap-ccevs.org.

5 For more information on the Trusted Technology Forum: www.opengroup.org/ottf.

6 Business Roundtable supports the Department of Commerce green paper “Cybersecurity, 
Innovation, and the Internet Economy” (June 2011) as a first step in this area. 

7 For more information on Tapping America’s Potential: http://businessroundtable.org/
initiatives/education-innovation-and-workforce/us-innovation-leadership/ 
tapping-americas-potential/.





1717 Rhode Island Avenue, NW 

Suite 800

Washington, DC 20036-3023

Telephone 202.872.1260

Facsimile 202.466.3509

Website brt.org
Printed on recycled paper and 
with vegetable-based inks.


